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Introduction

The digital age has transformed the nature of privacy, presenting unprecedented challenges.
As individuals' lives increasingly intersect with technology, the amount of personal data
generated, collected, and processed has grown exponentially. This shift has created
significant threats to privacy, raised ethical and legal concerns, and placed both individuals
and societies in a precarious positions regarding the protection of this fundamental right. This
research report serves as a starting point for your preparation for the COMUN conference by
giving a general overview of the issue, listing important parties and recommending ways to
tackle the issue during the weekend.

Definition of Key Terms
Right to Privacy

The right to privacy is the fundamental human right to protect one’s personal life, from
unwanted intrusion or surveillance. It encompasses an individual’s ability to control what
personal information is collected, how it is used, and who has access to it. This right is
recognized in international frameworks such as Article 12 of the Universal Declaration of
Human Rights (UDHR) and Article 17 of the International Covenant on Civil and Political Rights
(ICCPR).

Metadata

Data about data, such as the time a message was sent, the location from which it was sent, or
the recipient. While it doesn’t include content, it can reveal patterns and sensitive
information about individuals.

Anonymization
The process of removing or altering personal identifiers in data so that it cannot be linked
back to an individual. This ensures privacy even if the data is shared.

Encryption

A method of securing data by converting it into an unreadable format, which can only be
accessed with the correct decryption key. End-to-end encryption ensures that only the sender
and intended recipient can access the content of communications.

Surveillance
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The monitoring of individuals' behaviour, communications, or activities, often carried out by
governments or organizations. This can include practices like phone tapping, video
surveillance, and tracking online activity.

Informed Consent

A principle requiring individuals to be clearly informed about how their data will be used and
to voluntarily agree to it. True informed consent includes clear explanations, not hidden
terms or confusing language.

Third-Party Data Sharing

The practice of sharing collected personal data with external organizations or companies. This
is common in advertising but often raises consent and transparency issues.

General Overview
The Origins of the right to privacy

The right to privacy has its origins in philosophical, legal, and social thought that dates back
centuries, but it is only since the 20th century that the right to privacy became enshrined in
national constitutions and international declarations. Privacy found support in documents like
the Universal Declaration of Human Rights, which states in Article 12 that no one shall be
subjected to arbitrary interference with their privacy, family, home, or correspondence.

It is this word arbitrary however, that invites states to define it according to their own
interpretation. This is why, throughout history, the right to privacy has faced numerous
challenges. Early in the 20th century, governments and corporations began to collect personal
information on a scale that had not been seen before. For example, state surveillance during
World War | and Il highlighted the tension between privacy and security. Similarly, during the
Cold War, fears of espionage led to invasive practices such as wiretapping and the monitoring
of personal correspondence.

Modern-day Threats to Privacy

Governments worldwide employ surveillance technologies to monitor their populations
gathering metadata, deploying facial recognition systems and intercepting communications.
While these measures are often justified as necessary for national security or crime
prevention, they frequently lack transparency and sufficient oversight, creating risks of abuse
and an erosion of civil liberties.
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Cybersecurity breaches add another layer of complexity, exposing sensitive personal
information such as financial data, health records, and identification details to malicious
actors. These breaches can lead to identity theft, financial fraud, and emotional distress for
victims. Emerging technologies, including artificial intelligence, machine learning, and the
Internet of Things, amplify these risks. Al systems analyse and predict personal behaviour with
remarkable accuracy, while loT devices (such as smart home assistants) collect data on
individuals’ routines, often without adequate safeguards. The global flow of data across
borders further complicates the issue, as differing privacy standards and enforcement
standards leave individuals vulnerable and uncertain about how their data is being used.

The consequences of these privacy violations are numerous. The loss of control over personal
information undermines individuals' ability to make independent choices. Furthermore,
awareness of surveillance can create chilling effects, prompting self-censorship and
discouraging free expression. Privacy violations also exacerbate discrimination and inequality,
as algorithms analysing personal data often reinforce societal biases, leading to unfair
treatment in hiring, lending, or law enforcement. Moreover, the aggregation of personal data
creates centralized targets for cyberattacks, putting both individuals and organizations at
significant risk.

The Role of Multinational Data Companies

Many companies prioritize profit over privacy, monetizing user data through targeted
advertising or selling it to third parties. These practices often exploit opaque privacy policies,
insufficient consent mechanisms, and weak data protection measures. Companies play a
critical role in shaping the privacy landscape, often operating at the intersection of innovation
and the exploitation of personal data. While some prioritize profit over privacy, others are
making strides toward more ethical practices. Yet, the tension between business interests and
privacy rights has led to several high-profile breaches of trust, highlighting the need for
stronger regulatory frameworks and corporate accountability.

One of the most notable examples is Facebook’s Cambridge Analytica scandal. In 2018, it was
revealed that the political consulting firm Cambridge Analytica had harvested personal data
from millions of Facebook users without their consent. This data was used to create profiles
for targeted political advertising during elections, including the 2016 U.S. presidential
campaign and the Brexit referendum. The scandal exposed Facebook’s lax data-sharing
policies and its failure to enforce meaningful restrictions on third-party developers. In
response, Facebook faced a record-breaking S5 billion fine from the Federal Trade
Commission (FTC) and was required to implement a comprehensive privacy compliance
program. However, critics argue that the penalty was insufficient, given Facebook’s vast
revenue, and did little to deter similar behaviour.
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Another example is Equifax’s 2017 data breach, where the personal information of 147
million people, including Social Security numbers and financial data, was compromised. The
breach resulted from poor cybersecurity practices, including the failure to patch a known
vulnerability in its software. The incident caused widespread outrage, as it underscored the
lack of accountability in handling sensitive consumer data. In the aftermath, Equifax agreed to
a $S700 million settlement.

However, some organizations are taking steps to align with user privacy interests by adopting
technologies such as end-to-end encryption and opt-in data sharing. Legal frameworks like
the European Union’s General Data Protection Regulation (GDPR) and California’s Consumer
Privacy Act (CCPA) are pushing companies to improve transparency, accountability, and user
control over personal data. While these regulations mark progress, enforcement remains
inconsistent, and many companies continue to exploit loopholes.

Major Parties Involved
The People’s Republic of China

The Chinese government operates one of the world’s most comprehensive surveillance
systems, leveraging technologies like facial recognition, artificial intelligence, and vast data
collection networks. Programs such as the Social Credit System monitor, and rate citizens
based on their behaviours. Additionally, Chinese law grants the state significant access to
both domestic and international companies' data operating in China, raising concerns about
data sovereignty. China's approach has also influenced other governments, with some
adopting similar models of extensive state surveillance.

Office of the High Commissioner on Human Rights (OHCHR)

The Office of the High Commissioner for Human Rights (OHCHR) is the United Nations’
principal body for promoting and protecting human rights globally. It monitors human rights
situations, provides expertise and support to governments, engages in advocacy, and ensures
the enforcement of international human rights standards through treaties and mechanisms
like the Human Rights Council. In the privacy debate, the OHCHR focuses on safeguarding
privacy as a fundamental right.

The European Union

The European Union sets high standards for data protection and user rights. Its landmark
legislation, the General Data Protection Regulation (GDPR), is widely regarded as a gold
standard for privacy laws. The GDPR has influenced privacy frameworks worldwide, inspiring
similar laws in countries like Brazil (LGPD) and India. Beyond legislation, the EU actively
advocates for privacy as a fundamental human right by promoting its integration into trade
agreements. It also enforces stringent penalties for violations, with fines against tech giants
like Google and Meta demonstrating its commitment to holding corporations accountable.
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The Russian Federation

Russia’s role in the privacy debate is characterized by a strong emphasis on state control over
data and significant surveillance practices. The country enforces strict data localization laws,
requiring companies to store Russian citizens’ personal data on servers within its borders,
ostensibly to protect national sovereignty. However, these measures are widely criticized as
tools for increasing government access to data and enabling state surveillance.

The United States of America

U.S. tech giants like Google, Meta, and Amazon drive global advancements in data-driven
services, shaping how personal information is used and managed. However, the absence of a
comprehensive federal privacy law leaves gaps in protecting individual rights. At the same
time, government surveillance programs, revealed through cases like PRISM, have drawn
international criticism for prioritizing national security over privacy. This dual role as both
innovator and privacy violator makes the U.S.’s position in the international privacy debate a
complex one.

Timeline of Events

December 10, 1948 Universal Declaration on Human Rights is signed.

January 28, 1981 The Council of Europe adopted Convention 108; the first
international treaty aimed at protecting privacy in the
context of data processing.

December 15, 2000 The U.S. and the EU agreed on the Safe Harbor framework,
allowing for the transfer of personal data between the EU
and U.S. under the premise that U.S. companies complied
with EU privacy standards. The agreement was later

invalidated.

October 26, 2001 The US passed the USA PATRIOT Act, which expanded
government surveillance powers.

June 15, 2018 The General Data Protection Regulation (GDPR) was passed
by the EU.

January 1, 2020 California implemented the CCPA, one of the most
significant privacy laws in the U.S.

July 16, 2020 The European Court of Justice invalidated the EU-U.S.

Privacy Shield, ruling that U.S. surveillance laws posed a
risk to European citizens' privacy.
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November 2019 China passed a cybersecurity law mandating companies to
share data with the government.
May 25, 2021 India introduced a draft of the Personal Data Protection

Bill; critics have raised concerns about provisions allowing
government access to personal data without adequate

safeguards.

May 2022 Australia proposed reforms to its Privacy Act

July 7, 2022 The U.K. introduced a bill that seeks a more business-
friendly approach on privacy.

November 2022 Russia implemented the "Sovereign Internet" law, which

allows the government to block websites and force
companies to store citizens' data within Russia.

Previous attempts to solve the issue

General Data Protection Regulation (GDPR)

The General Data Protection Regulation (GDPR), implemented by the European Union in May
2018, represents one of the most significant efforts to address privacy violations in the digital
era. The GDPR was designed to provide individuals with greater control over their personal
data and impose stringent obligations on companies that collect, process, or store such data.
It introduced key provisions such as the right to access personal data, the right to be
forgotten, and the requirement for businesses to obtain explicit consent before processing
sensitive data. The regulation also enforces significant penalties for non-compliance, making it
one of the most comprehensive data protection frameworks globally.

The right to be forgotten

The concept of the "Right to be Forgotten" was formally established by the European Court of
Justice in 2014, following a ruling on the case of Google Spain v. Agencia Espafiola de
Proteccion de Datos. The decision granted individuals in the European Union the right to
request the deletion of personal information from search engine results that are deemed
"inadequate, irrelevant, or no longer relevant." This ruling was seen as an important step
towards allowing users to protect their digital reputation. It addressed the growing concern
that information published online could remain indefinitely accessible, sometimes affecting
individuals' lives long after the facts were irrelevant.

Possible solutions

Stronger data protection laws

One of the most effective solutions to combat privacy violations in the digital era is the
implementation and enforcement of stronger data protection laws and regulations. These
laws could establish clearer standards for how personal data is collected, stored, and shared,
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holding companies accountable for breaches and misuse. Expanding regulations such as the
GDPR globally, and ensuring they are consistently enforced would significantly reduce privacy
violations by making organizations think twice before mishandling user data. These laws
would also require companies to notify users immediately in the event of a breach, increasing
transparency and trust between users and service providers.

Stricter Oversight and Accountability for Government Surveillance

To address the issue of government surveillance and the potential violation of citizens'
privacy, a key solution is the implementation of stricter oversight and accountability.
Governments should be required to establish clear legal frameworks that define the
boundaries of surveillance, ensuring that spying on citizens is only carried out under specific,
legitimate circumstances (such as in cases of national security threats or criminal
investigations) and subject to judicial review. Independent oversight bodies, such as data
protection authorities or privacy commissioners, should be given authority to monitor
surveillance practices. Additionally, transparent reporting on surveillance activities, including
the number of data requests made and the scope of surveillance programs, would increase
accountability.

Technological innovations in encryption

Technological innovations can also play a critical role in protecting privacy. End-to-end
encryption, for example, ensures that personal data is only accessible to the sender and
receiver, not even the service provider. Many messaging apps and email services, such as
Signal or ProtonMail, already incorporate this level of encryption, making it much harder for
unauthorized parties to intercept or access sensitive information. Additionally, privacy-
focused technologies such as anonymizing networks (e.g., Tor), decentralized platforms, and
secure browsing tools (e.g., DuckDuckGo) offer users alternatives to mainstream services that
might be more prone to tracking or data harvesting. Technological advancements in the field
of data encryption are also vital if we wish to guard data against hacking attacks, especially
with the prospect of quantum computers on the horizon.

Useful documents

A comprehensive overview of the topic:
www.ohchr.org/sites/default/files/documents/issues/digitalage/reportprivindigage2022/submis
sions/2022-09-06/CFI-RTP-UNESCO.pdf.

An article to get you started on your resolution: www.thedigitalspeaker.com/privacy-age-ai-
risks-challenges-solutions.
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